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High Level Question: Why is Software
Hard?

Answer(s):

« Complexity: Every conditional (“if") doubles number of paths
through your code, every bit of state doubles possible states.
Solution: reuse code with functions, avoid duplicate state
variables

« Mutability: Software is easy to change.. Great for rapid
fixes .. And rapid breakage .. always one character away
from a bug. Solution: tidy, readable code, easy to understand
by inspection.

 Flexibility: Programming problems can be solved in many
different ways. Few hard constraints - plenty of “rope”.
Solution: discipline and idioms; don'’t use all the rope



Writing and Running Programs

#include <stdio.h>
/* The simplest C Program */
int main(int argc, char **argv)

{
printf(“Hello world\n”);
return 0;
1
$ gcc -wall -g my_program.c —o my_program _Wa" _g ’?
tt.c: In function “main': )
tt.c:6: parse error before “x'
tt.c:5: parm types given both in parmlist and separately
tt.c:8: "x' undeclared (first use in this function)
tt.c:8: (Each undeclared identifier is reported only once
tt.c:8: for each function it appears 1in.)
tt.c:10: warning: control reaches end of non-void function
tt.c: At top level:
tt.c:11: parse error before “return'

my_program

What if it doesn’t work?




C Syntax and Hello World

Can your program have
more than one .c file?

What do the < >

mean?

#include <stdio.h>

/* The simplest C Program */

int main(int argc, char **argv) <

{ <
printf(“Hello world\n”);
return,0;




A Quick Digression About the Compiler

#include <stdio.h>

/* The simplest C Program */

int main(int argc, char **argv)

{

printf(“Hello world\n”);

return 0;

_extension__ typedef
__extension__ typedef
_extension__ typedef
__extension__ typedef
__extension__ typedef
__extension__ typedef
__extension__ typedef
_extension__ typedef

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
Tong int

int main(int argc, char **argv)

printf(“Hello world\n");

Compile

Preprocess

Why ?

my__program

Tong long int __dev_t;
int  _uid_t;
int __gid_t;
long int __ino_t;
long long int __ino64_t;
int _nlink_t;
—off_t;
Tlong long int __off64_t;
extern void flockfile (FILE *__stream) ;
extern int ftrylockfile (FILE *__stream) ;
extern void funlockfile (FILE *__stream) ;
{
return 0;
}
\ ?




OK, We’re Back.. What is a Function?

#ipclude <stdio.h>
/*]The simplest C Program *
int ma1n{1nt argc, char **argv}
{
printf(“Hello world\n”); L
return O




char
char [10]
int
float
int64_t

What is "Memory™?

not always...

Signed?...

Addr | Value
0
1
2
3 727
4 |‘H (72)
5 |‘e (101)
6 |1 (108)
7 |T(108)
8 |0 (111)
9 |\n’(10)
10 [0’ (0)
11

RN
N




What is a Variable?

symbol table?

Symbol | Addr| Value

0
1
2
declare vs define? 3

4 |7

5 |‘€(101)

6
7
8
What names are legal? 9
10
extern? static? const? 11
12




Multi-byte Variables

Symbol | Addr| Value
0
1
2
char x; 3
char y=‘e’;
int z = 0x01020304; ) X 4 |7?
y 5 |‘e(101)
] B
7
9 |3
~ 10 |2
11 |1
12




(Returns nothing)

Lexical Scopik 1

void p(char x)

{
/* p,x */
char y;
/* p,x,y */
char z;
_ } /* p,x,y,z */
/* p */
char z;
/* p,z */
void g(char a)
{
char b;
/* p,z,q,a,b */
{ har e char b?
. /* p,z,q,a,b,c */
2
char d: legal
/* p,z,9,a,b,d (not ©) */
}
/* p,z,q */




Expressions and Evaluation

1 +2 * 2

A+ 2) *2

int x=1;

int y=2;

X+y*y > X+ 2 * 2 2> X + 4 > 1+ 4
int x=4

(x < 5) 2> (4 < 5) - <true>
(x < 4) -> (4 < 4) >0
(X <5 || x<4) > (<true> || (x < 4)) > <true>

11



—V V A A I
Il I

-~

MW 1+

Comparison and Mathematical Operators

equal to
less than
less than or
greater than
greater than
not equal
Togical and
Togical or
lTogical not

plus &
minus |
mult A
divide ~
modulo <<

>>

equal

or equal

bitwise and
bitwise or
bitwise xor
bitwise not
shift left
shift right
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Assignment Operators

X =y assigny to x X += y assign (x+y) to x
X++ post-increment Xx X -= Yy assign (x-y) to x
++X pre-increment Xx X *=y assign (x*y) to x
X-- post-decrement x X /=Yy assign (x/y) to x
--X pre-decrement Xx X %=y assign (x%y) to x
Note the difference between ++x and x++:
int x=5; int x=5;
int y; int y;
Yy = ++X; y = X++,
/* X == 6, y o 6 */ /* X == 6, y o 5 */
Don’t confuse = and ==! The compiler will warn “suggest parens”.
int x=5; int x=5;
if (x==6) /* false */ if (x=6) /* always true */
{ {
* x * 1 *
3 /s <Y 3 /B e © recommendation

/* x is still 5 */

VA
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A More Complex Program: pow

#include <stdio.h>
#include <inttypes.h>

float pow(float x, uint32_t exp)

/* if evaluated expression is not 0 */ {
if (expression) { /* base case */
/* then execute this block */ Need braces? if (exp == 0) {
} return 1.0;
else { Y - }
/* otherwise execute this block */ X?Y:Z
} /* “recursive” case */
Short-circuit eval? detecting brace errors ) return x*pow(x, exp - 1);

int main(int argc, char **argv)
{

float p;

p = pow(10.0, 5);

printf(“p = %f\n”, p);

return 0O;
}



The “Stack”

#include <stdio.h>
#include <inttypes.h>

float pow(float x, uint32_t exp)
{

/* base case */

if (exp == 0) { .
return 1.0; static

}

/* “recursive” case */ Java?

return x*pow(x, exp - 1);

}

int main(int argc, char **argv)

float x 5.Q {'ﬂoatp:

. Return 1.0 | p = pow(5.0, 1);
uint32_t |0 printf(p = %A\N", P);
E$A+) — - N return O;

A T = \ }

) Return 5.0
uint32_t 1
int argc 1
char 0x2342
*%argy Grows

W
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Iterative pow(): the “while” loop

Other languages?

float pow(float x, uint exp)
{
int i=0;
float result=1.0;
while (i < exp) {
result = result * x;

1++;
}
return result;
}
int main(int argc, char *%*argv)
loop: : _— {
if (condition) { while (condition) { float b:
. P,
statements; statements; _
1 > } p = pow(10.0, 5);
goto loop; printf(“p = %f\n”, p);

}

return 0;

16



The “for” loop

The “for” loop is just shorthand for this “while” loop structure.

float pow(float x, uint exp) float pow(float x, uint exp)
{ {
float result=1.0; float result=1.0;
int 7; int 1i;
i=0; for |(i=0;|I(i < exp);| i++) {
while |(i < exp) |{ result = result * Xx;
result = result * x; }
T++; return result;

} }
return result;
}

int main(int argc, char **argv)

{
int main(int argc, char **argv) float p;
{ p = pow(10.0, 5);
float p; printf(“p = %f\n”, p);
p = pow(10.0, 5); return 0;
printf(“p = %f\n”, p); }

return O;
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Referencing Data from Other Scopes

float pow(float x, uint exp)
{
float result=1.0;
int 1;
for (i=0; (i < exp); i++) {
result = result * x;

}

return result;
} _

int main(int argc,||char **argv}

{
float EH

p = pow(10.0, 5);

printf(“p = %f\n”, p);
return O;

18



Can a function modify its arguments?

float p = 2.0; float p = 2.0;
/* p is 2.0 here */ /* p is 2.0 here */

p = pow(p, 5); pow_assign(p, 5);
/* p is 32.0 here */ /* p is 32.0 here */

void pow_assign(float x, uint exp)

{
float result=1.0;
int 1;
for (i=0; (i < exp); i++) {
result = result * x;
}
X

= result;

19



NO!

Java/C++7?

void pow_assign(float x, uint exp)
{
— float result=1.0;
int i;
for (i=0; (i < exp); i++) {
result = result * x;

—_— X = result;

— float p=2.0;

pow_assign(p, 5);
}

float x

uint32_t
exp

float
result

Grows
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Passing Addresses

address_of(y) ==
memory_at[5] == 101

void f(address_of_char p)

{
memory_at[p] = memory_at[p] - 32;
}

char y = 101; /* y is 101 */
f(address_of(y)); /* i.e. f(5) */
/¥ y is now 101-32 = 69 */

Symbol

Addr

Value

char x

‘H (72)

chary

‘e’ (101)

Tlolo|leN|lojlolrw|Nd|2|O

RN
N
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“Pointers”

“address of” or reference operator: &
“memory_at” or dereference operator: *

void f(address_of_char p)
{

memory_at[p] = memory_at[p] - 32;
}

char y = 101; /* y is 101 */ char y = 101; /* y is 101 */
f(address_of(y)); /* i.e. f(5) */ fl&y); /* 1.e. £(5) */

/¥ y is now 101-32 = 69 */ /¥ y is now 101-32 = 69 */

22



Pointer Validity

How should pointers be initialized?

char * get_pointer()
{

char x=0;

return &x;

}

{
char * ptr = get_pointer();
*ptr = 12; /* valid? */

}

23



Answer: Invalid!

char * get_pointer()

{

- char x=0;
—p return &Xx;

}
{

—p char * ptr = get_pointer(Q);
—kptr = 12; /* valid? */
- other_function();

int ave r'ager-
ST TCAT M1

456603

}
10
1
—O

e AT

Grows
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More on Types




Structures

'| struct: a way to compose existing types into a structure

Packing?

#include <sys/time.h> <

/* declare the struct */

struct timeval is defined in this header

struct my_struct { <
int counter;
float average;

structs define a layout of typed fields

struct timeval timestamp; <

structs can contain other structs

uint in_use:1; <

};uint8_t data[0]; <« Why?

fields can specify specific bit widths

/* define an instance of my_struct */

struct my_struct x = { <
in_use: 1,
timestamp: {
tv_sec: 200
}
};

A newly-defined structure is initialized
using this syntax. All unset fields are 0.

X.counter = 1; <
x.average = sum / (float) (x.counter);

Fields are accessed using ‘.’ notation.

struct my_struct * ptr = &x; <
ptr->counter = 2;
(*ptr).counter = 3; /* equiv. */

A pointer to a struct. Fields are accessed
using ‘->’ notation, or (*ptr).counter

26




Arrays

Arrays in C are composed of a particular type, laid out in memory in a
repeating pattern. Array elements are accessed by stepping forward in
memory from the base of the array by a multiple of the element size.

/* define an array of 10 chars */

char x[5] = {‘t’,’e’,’s’,’t’,’\0’};

/* accessing element 0 */
x[0] = ‘T"; <

Brackets specify the count of elements.
Initial values optionally set in braces.

<

/* pointer arithmetic to get elt 3 */

Arrays in C are 0-indexed (here, 0..9)

char elt3 = *(x+3); /* x[3] */ < X[3] ==*(x+3)==1 (NOT's’!)
/* X[0] evaluates to the first element;
* x evaluates to the address of the What's the difference
* first element, or &(x[0]) */ between Chalr x[] and Symbol | Addr | Value
/* 0-indexed for Tloop idiom */ char "x? char x 100 t
#define COUNT 10 [0]
e L For loop that iterates charx | 101 =
for (i=0; i<counT; i++) { ——] from 0 to COUNT-1. [1]
/* process y[i] */ Memorize it! ‘g’
printf(“%c\n”, y[i]); char x 102 S
} [2]
char x 103 t
[3]
char x 104 \O’




int
int
int
int
int

How to Parse and Define C Types

X; /*
*X; /*
x[10]; /*
*x[10]; /*
(*x)[10]; /*

int;

pointer to int;

array of 1ints;

array of pointers to 1int;
pointer to array of ints;

§ ¥

int *x[10];
int (*x)[10];

*/ typedef
*/ typedef
*/ typedef
*/ typedef
*/ typedef

X is
an array of
pointers to
int

X is
a pointer to
an array of
int

int
int
int
int
int

T;

*T;
T[10];
*T[10];
*17) [10];

Arrays are the primary
source of confusion. When
in doubt, use extra parens to
clarify the expression.




Function Types

For more details:
$ man gsort

k

void gsort(void *base, size_t nmemb, size_t size,
int (*compar) (const void *, const void *));
/* function matching this type: */
int cmp_function(const void *x, const void *y);
/* typedef defining this type: */
typedef int (*cmp_type) (const void *, const void *);

/* rewrite gsort prototype using our typedef */
void gsort(void *base, size_t nmemb, size_t size, cmp_type compar);

29



Dynamic Memory Allocation

int * alloc_ints(size_t requested_count) $ man calloc
{
int * big_array;

For details:

big_array = (int *)calloc(requested_count, s1zeof(1nt)),
if (big_array == NULL) {
printf(“can’t allocate %d ints: %m\n”, requested_ count),

return NULL;
} %m ? || Emstar tips

/* now big_array[0] .. big_array[requested_count-1] are
* valid and zeroed. */
return big_array; <«

30



Caveats with Dynamic Memory

Reference counting

31



Some Common Errors and Hints

sizeof() can take a variable reference in place of a type name. This gurantees the right
allocation, but don’t accidentally allocate the sizeof() the pointer instead of the object!

/* allocating a struct with malloc() */ j malloc() allocates n bytes
struct my_struct *s = NULL;

s = (struct my_struct *)malloc(sizeof(*s)); /* NOT sizeof(s)!! */

if (s == NULL) {

Why?

printf(stderr, “no memory!”); <= Always check for NULL.. Even if you just exit(1).
exit(l);
}
malloc() does not zero the memory,
memset(s, 0, sizeof(*s)); < so you should memset() it to 0.

/* another way to initialize an alloc’d structure: */
struct my_struct init = {

counter: 1,

average: 2.5,

in_use: 1

}s

/* memmove(dst, src, size) (note, arg order like assignment) */

memmove(s, &init, sizeof(init)); < . "
( ( )) memmove is preferred because it is

/* when you are done with it, free it! */ safe for shifting buffers Why?
free(s); y!

S = NULL; | Use pointers as implied in-use flags! I—
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Macros

-

Macros can be a useful way to customize your interface to C and
make your code easier to read and less redundant. However, when
possible, use a static inline function instead.

-

What's the difference between a
macro and a static inline function?

Macros and static inline functions must be included in any file that
uses them, usually via a header file. Common uses for macros:

More on C
/* Macros are used to define constants */ constants?
#define FUDGE_FACTOR 45.6 Float constants must have a decman
#define MSEC_PER_SEC 1000 point, else they are type int
#define INPUT_FILENAME “my_input_file T
/* Macros are used to do constant arithmetic */ Why?
#define TIMER_VAL (2*MSEC_PER_SEC) Put expressions in parens. I Dk
/* Macros are used to capture information from the compiler */
#define DBG(args...) \ —
do { \ Multi-line macros need \
fprintf(stderr, “%s:%s:%d: “, \
fprintf(stderr, args...); \ gs..- 9 9
} while (0) : : : \ Why?
Enclose multi-statement macros in do{}while(0)

= /* ex. DBG(“error: %d”, errno); */
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Macros and Readability

/* often best to define these types of macro right where they are used */
#define CASE(str) if (strncasecmp(arg, str, strlen(str)) == 0)

void parse_command(char *arg)

{

void parse_command(char *arg)

{
CASE(“h?-Ip") { if t “help” trl “help”
} 7% print help */ i /gsp:?E:SﬁgTB(i;g, elp”, strien(“help”)) {
({3 - ” }
CASE? qmF ) ﬁ if (strncasecmp(arg, “quit”, strlen(“quit”)) {
y exit(0); exit(0);
1 }
}

/* and un-define them after use */
#undef CASE




Using “goto”

— goto try_again;

— ) goto falil;

T



Solutions to the pow() challenge question

\ Recursive ‘ \ lterative ‘

float pow(float x, uint exp)

{

float result;

{

/* base case */
if (exp == 0)

return 1.0;
/* XxA(2%a) == xAa * xAa */
result = pow(x, exp >> 1);

result = result * result;

/¥ xA(2*a+l) == xA(2*a) * x */
if (exp & 1)
result = result * x;

return result;

float pow(float x, uint exp)

float result = 1.0;

int bit;
for (bit = sizeof(exp)*8-1;
bit >= 0; bit--) {
result *= result;

if (exp & (1 << bit))
result *= x;
}

return result;

Which is better? Why?
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Final issues

« Come by my office hours (right after class)

* Any questions or concerns?
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