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Message authentication for information security is an
essential technique to verify that received messages
come from the alleged source and have not been altered.
A key element of authentication schemes is the use of a
message authentication code (MAC). One technique to
produce MAC is based on hash function and is referred
to HMAC. SHA-1, HAS-160 and MD5 are hash
algorithms, which have been specified for use in Internet
protocol security (IPSEC), as the basis for HMAC. We
integrated cryptographic HMAC accelerators based on a
hash algorithm such as SHA-1, HAS-160 and MD5.
These hash algorithm have been implemented using
Altera’s EP20K1000EBC652-3 with PCI bus interface.
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