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Device

2VP2
2VP4
2VP7
2VP20
2VP50

Virtex-1l PRO

Array
Size
16 x 22
40 x 22
40 x 34
50 x 46

88 x 70

Logic PPCs GBIOs BRAMs
Gates
38K 12

81K 28

133K 44
251K 88
638K

e




TEE 1 1 S S Y

kb

T S 1 L S S
‘E FEE T T O A R PR ERAR
R R R e R e
5 5 - S o T
R R R PR R R R

B b L b b :-:I.-: ECEEH b :-I:-: EEELEELER B o B




H EH R £, EH FH B EH EH FH EH
EHEEE 4. FH EH EH EH B EH EH B B
EH L 41 EH EH EH EH B EH EH B B

i

H EH EFE . EH FH B EH EH A EH R
H EH EFE 5. EH FH B R

55551E§5

T HEE R
FEEER AEREAREEE

1 EH EFE £F. EH FE B EH P EH R
b 41 FH EH EH EH EH EH EH B B
FEE 41 EH EH EH EH B EH EH B B
b 4. FH EH EH FH B EH EH A B

H H b . FH EH B EH EH FH EH




CoreConnect OPB

CoreConnect Processor_Local Bus (PLB) Arbiter (On-Chip Peripheral Bus)

|-Cache PLB l l “
405

PPC D-Cache PLB




Formal Techniques Project

Domain specific languages for hardware design
and verification (Lava) and cryptology (Cryptol).

Formal methods for CAD (routing) and dynamic
reconfiguration (reconfiguration controllers).

Formal notations/representations for HW/SW
co-design and verification (e.g. Esterel)

Property checking (PSL/Sugar)
IP-reuse (more powerful type systems la de Alfaro

and Henzinger)




-Preblems- Challenges

Customer requirements for migrating software into
hardware (“salmon effect’):

— determinism: multiple SW processes on RTOS vs. genuinely
concurrent HW

— verification
— Isolation

Customer requirements to trade-off HW/SW partitioning
for products at different price points.

Requirements for verification of SW+HW
Safe Dynamic Reconfiguration
Verification of control-based systems

e




LocalLink (Point to Point)

F\I\I\I\_(\_/_\I\_/

src_rdy_n

dst_rdy_n

d[63:0] &

rem[2:0]

Packet
o 48 + 3 = 51 byles) >




Aurora (Link Layer Protocol)

Aurora Channel

r Partners ﬂ

Aurora Aurora
Lane 1 Channel
) a) N
User - lu] L User
U_ser_ Interface Aurora : Aurora Interface U_s.er_
Application Interface ® Interface Application
£ i
- | |
M WA
Aurora
Lane N
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User Channel User
PDUs PDUs PDUs
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TX of 10 Gigabit Ethernet MAC
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Verify RX Control Signals

RX_CLK

RX_DATA[7:0]
RX_DATA[15:8]
RX_DATA[23:16]
RX_DATA[31:24]
RX_DATA[39:32]
RX_DATA[47:40]
RX_DATA[55:48)

RX_DATA[63:56]

RX_DATA_VALID[7:0]

RX_GOOD_FRAME

RX_BAD_FRAME
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Safe Dynamic Reconfiguration
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JPEG2000 Platform




Video Monitoring Application

JPEG 2000
Software




Bus Based Reconfiguration

b Reconfig
us Arbiter




Bus Based Reconfiguration

b Reconfig
us Arbiter




Bus Based Reconfiguration

b Reconfig
us Arbiter




Single Specification for
Hardware and Software

. =
e B s ——. OPB_CLK
:;.I..: skl o ‘__.Z"':': s : . X OPB OPB_SEL
- S L AX UART INTF |
..f_ Sl :‘:._"‘"“I.—:'” T — OPB_DATA
e T VHDL, Verilog -> hardware implementation

HW/SW agnostic specification \ void uart_device_driver ()

} uart.c

C -> software implementation
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Embedded Developer
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ELF File

0101110001110001
1101001110011001
0011100011100101
0110001110001110

bit File

0101110001110001
1101001110011001
0011100011100101
0110001110001110

DATA2BRAM

.mem File

0101110001110001
1101001110011001
0011100011100101
0110001110001110

New .bit File

0101110001110001
1101001110011001
0011100011100101
0110001110001110

Configuration

BlockRam Memory Map (.bmm)

# CPU address space OxFFFFEOOO - OxFFFFFFFF.
ADDRESS BLOCK dranctl!r
BUS_BLOCK [ OxFFFFF000: Ox FFFFFFFF]
xrefdes/dranct!r/brand [7:0] LOC=RANMB16_X0YO;
xrefdes/dranct!lr/braml [15:8] LOC=RAVMB16_X1YO;
xrefdes/dranct!r/bran2 [23:16] LOC=RAVMB16_X2YO;

END_BUS_BLOCK;
END_ADDRESS_BLOCK;







FSM Specification

Write to memory as soon as Addr and Data have
arrived. Wait for memory Latency before iterat-
ing. Restart behavior each Replay.




Esterel Specification

Write to memory as soon as Addr and Data have
arrived. Wait for memory Latency before iterat-
ing. Restart behavior each Replay.

loop
abort
{ await Addr || await Data };
emit Write(funcW(?Addr,?Data));
await Latency tick
when Replay
end loop




FIFO Extract

{ // equation style
sustain{
ReadEmpty = Read and pre(FifoIsEmpty)
FifoIsEmpty = if (7Entries = 0) }
N
// imperative style
every DeltaEntries do
emit next 7Entries <= 7Entries
+ 7?DeltaEntries;
end every

}

e




Concurrent Loops

for i < 2 dopar
sustain {

FifoEmpty[i]l = if (pre(7Entries) = i)
FifoFull[i] = if (pre(7Entries) =
Size - i)
}
end for




Orthogonality

 Orthogonal language constructs for:
— Sequencing
— Concurrency
— Waiting
— Pre-emption
* Freely mixable at any level.
e “Things are only written once.” Gérard Berry.

e,




Esterel Studio

J Esterel Studio - [opb_arbiter_etp] - [system.scag]
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e A M ragaast

<3
# [DPB_M xferAck)?

¥ completed

A0 ee=®e < |HE
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Creating design

Via Safe State Machines

ABD )

Via Esterel code

Q\ Q\r — =

Program_Temuinated

loop
[ await
emit O
each

|| awalit

];
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— Werification of project: deminstration




Code generation

w e | NN
S s == = [P OPB_CLK
T T L e SR X OPB_SEL
e g | RY¥
* % e agmE] | ik UPB_DFETA
Gl =

-----------

[ o | VHDL, Verilog -> hardware implementation

Esterel design \ void uart_device_driver ()
{

} uart.c

C -> software implementation

B b




Hardware UART XC2V1000

$7 XILINX



Direct use in SoC

lom_chip_data| lon_chip_instr| systermn_oph| conn_0 conn_1|
are !
lrmb_hbr
arm_if_
chtlr
mb_kr
am_if_
chtlr
oph_a
dder bram_
block
o

_chip_datal  |on_chip_instr] systermn_opb| conn_0 conn_1| M



Soft UART MicroBlaze

XC2Vv1000
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sender

zend M‘
tx_datafload
zustain Tx “‘-
sustain tx_busy emit chr_data = w2hin Mx_data )
P ey
- 16 clk16/
start_bit g
[SERIAL_TO_PAR_LENGTH+1] shift/ —
sustain TH =
shiftreg[0]
16 clk164shift
. ~
b -
load. zhift, shiftreg[8]. chi_data[8]
@shiftregout]..] @ |




parallel to serial shift

zhiftregout

?

memornze e
Lsustain { for ix = M dopar ofix] = pre] ofix] ) end for } m'\l
# load/

Py 1> emnit o = din J

# shift/

=)

emit a[M-1];
for ix = N-1 dopar emit afix] = pre( ofix+1] 1 end for

e




recejve

i receive
not R/
# [not RX)/ # RX/re_valid 8 clk16/

r¥_Fframe_error

A el
check_stop
e

6 clk16/

SERIAL_TO_PAR_LEMNGTH shift/

- - =
receive_shift

16 clk16/shift

k. -~
chrtmp[SERIAL_TO_PAR_LENGTH]. rx_valid, shift

ri_validfrx_datalbin2ulchrtmp]]

@shiftregin]] @ |




serial to parallel

shiftregin ﬁ'
memorze ﬂ-\'|
Lﬂua’[ain { far ix = M dopar ofix] = prel ofix] 1 end far } J
I i shaftf
e
emit o[M-1] =1;
for ix = N-1 dopar emit ofix] = pre( ofix+1] ) end for;
pause
M iy




FIFO

fifio

[data_in and not canwrite]/write_eror

1>
2>
data_in/

( o =)
emit Thuffer[pre™write_ix)] == Pdata_in;
emit write_ix( (prel Twrite_ix1+1) mod Depth )

[read and not canread)/read_error

<>
2>
read/
w "‘”‘-\I
emit Ydsta_out == Phuffer{pre(?read_ix)];
emit read_ix( (pre(?read_i)+1)1 mod Depth )

zustain empty
" data_in {?read_ix <> Pwrite_ix}/

read {?write_ix = ?read_ix}/

! <1>
lead and data_in)/

read {?read_ix <> ?write_ix}/ data_in {?read_ix = ?write_ix}/

sustain full

buffer[Depth] : unsigned<2==N>.
write_ix - unzsigned<Depth> init 0,
read_ix : unsigned<Depth> init 0,
canread. canwrite

sustain |
canread = pre(not empty) or data_in,
canwrite = not predfull) }




UART without bus interface

uart_lite_core

\ @receivel..] @ \

|[ @zend @\'|

pre[not tx_fifo_empty and not tx_busy]/
tx_fifo_read

e O
.
|

tu_fifo@fifol..] @

ri_data : unzigned <2=*C_DATA_BITS>,
tu_data - unzigned <2=*C_DATA_BITS>.
tu_fifo_read_error, tx_Ffifo_write_error,
ri_fifo_read_error,
tx_busy, tx_hfo_read

L A




OPB Protocol

OPB_Clk |

W1 _raquest

OFE_M1Grant

OPE_sslect

M1_salect

M1_RMNW

M1 BE

Byte enabl eﬂ\‘

_—
]

'réll'rd addrase '

M1_ABus

~
P

A

I
1
1
1
1
T

Y validdats

Sl2_DBus |

512 DBusEn




UART with OPB Interface

opb_iface

@uart_lite_core @

% receiver emors
frame_eror, overun_error,

% receiver fifo status
rx_fFifo_Full, rx_fifo_empty,

% sender fifo status
tx_Fifo_Full, tx_fifo_empty,

% access to the fifos

rx_fifo_data : unsigned<2==C_DATA_BITS> init 0.
rx_fifo_read,

tx_fifo_data : unsigned<2==C_DATA_BITS5>,
rst_rx_hifo, rst_tx_fifo,

% ztatus register
statreg[8]. read_statreg.

% control register
enable_intr - value boolean init False

Q\

nnn
An

status register

aveait immediste frame_error; sustain statreg[E]
I

avralt immediate overun_error; sustain statreg[3]
I

sustain {

statreg[s] = tx_fifa_full,

statreg[2] = tx_fifo_smpty,

statreg[1] = rx_fifo_full,

statreg[0] = not rx_fifo_smpty

interrupts

o
ey

sustain Interrupt == not rx_fifo_empty

[not tx_fifo_empty)?

read_statreg/

tx_Fifo_empty/interrupt

# {?enable_intr = false}/

{?enable_intr = true}?

DOPB_RNW/UART_xferAck

wait for OPB req @

2>

W AUART _xferfick

read

£

it
case [ Yaddr = R¥_FIFO_ADR ) do
emit rx_fifo_read;
sustain UART_DBus_r = uZhin?rx_fifo_data)

caze [ Yaddr = STATUS_REG_ADR ) do
emit read_statreg;
emit UART_DBus_r = statregy

default do nothing

write

if
case f Yaddr = TH_FIFO_ADR ) dao
emit tx_fifo_dstal bin2ulOPB_DBus_r) )

caze [ Yaddr = CTRL_REG_ADR ) do
if{ OPB_DBus_t[4] 1
then emit enable_intritrue)
elze emit enshle_intr(falze)
end if;
emit ret rx fifo=CPB DBus M1




Generated circuit




Comparison with Original
CoreGen IP




Verification by simulation

Signals

Time

CLOCK =0
RESET =0
TICK =2

system/OPBBus/DBus =0
system/OPBBus/DBus_r =0 I
system/OPBBus/&Bus =D 0 64 Tea . s 9 Tres [7a 66 [77  T1ao [re a7 [z ;[ |
system/OPBBus/RNYY =0
system/OPBBus/select =0
system/OPBBus/xferAck =0
system/OPBBus/errdck =0
system/OPBBusiretry =0
system/OPBBusitoutSup =0

syster/OPBBus/timeout
system/Master[0].request =1

system/Master[d].grant =0
system/Master[d]. select =0
system/Master[0]. RNYY
system/Master[1].request =1
system/Master[1].grant =1
system/Master[1].select =0
system/Slave[0].retry
system/Slave[0]. xferdck =0
system/Slave[0].errdck =0
system/Slave[0].toutSup =0
system/Slave[0].DBus_o =
system/Slave[1].select =0
system/Slave[1].xferdck =0
system/Slave[1].errAck =0
system/Slave[1].retry =0




Verification with Observers

| nputs

~

Observed system

BUG isaways

emitted <4

BUG is possibly
emitted

lBUG IS never emitted

C e—




Verification engines

e 2 proof engines available inside Esterel Studio

E' fifol1 Configuration [Simulation] il

- BUilt-in Verifier : TiGer General | Code Gen | Coverage “erification | Envirui 4]»]
* BDD technique e

= Bug chasing strategy

— Prover P|ug_in I Timsout (minusl T
o SAT technlque ¢ Use built-in verifier €00}

Properties pre-conditions
* Global evaluation
= Step-by-step calculation

¥ See Environment tab for additional Yerification ¢

Help (04 Cancel Al
| | | |




Formal verification

Of the FIFO :

proving that only a read access can make it exit the “full” state

- - =
obzery_fifo

=

not read/BUG
A _©
1| _>I_I
" -

not fullf

Proven in less than 2 seconds

ee—




Specification of master
behavior ...

opb_master

2 tick/ # OPB_M._retrp/

AL A s
L WAy Pk
Ao
R AR SR s
AEEE AR L = S o s

#t OPB_M _grant/

AEEEE A e ssa

#t do_xfer/

ACCess

s A

<3
#t [OPB_M . _xferhck)/

¥_ completed

flailed

# [OPE_M.emAck and OPB_M._xferAck or [DPE_M . timeout and not DPB_H.xferAck]]{;




... Slave

slave_mem

OPB_SILANW/
<1>

selected

tet]( 20PB_S1.DBus )

# FOPB_5S1 xferick

address decode [£] CS. offset - unsigned<2="MEM_SIZE>.

mem[2=*MEM_S5IZE] : unsigned<Z2=*DATA_SIZE> imit O




and arbiter

arhitration_

[ut select or xferAck)/ 1>

# requestl/ # { last_granted = D }/

SoaE e
Awanl
Af gmanar = T

var last_granted : unsigned<2> =0

i watchdog R’
“ “'\
select/ 16 tick/timeout
. A
[mot zelect or retry or xferAck)’
toutSup/
h -




OPB Protocol violations

e.g. Checking that RNW doesn’'t change during a transaction :

i check_hold_rnw H"

select/

<1

[not select] or xferficks

azzert no_bug_hald_rrvy = nat bug_hold_rrw

bug_hold_rnw




Formal verification

Of the OPB slave interface :

proving that it won’t cause bus timeouts

r observ_xferack 1'
=, [CS and not UART_xferAck])/ Resulks

<2» 15 tick/BUG Type | Mame | Status |

obzerver obzery_sferac_BUG Alwans Aheent

Yerification engine used: Prover 5L plug-in

UART_xferhck/ —
=l 3
e =

Proven in less than 2 seconds




Formal verification

Of the FIFO : proving that only initialized data is returned

fifo

Using an internal observer to

[data_in and not canwrite)/full_emor <1>
<> 2>

access internal signals

y
\ - ) I )

[l [a)

emit 7dats_out == Thutfer(prel Pread_ix)],

emit Foutterfprel Fvvrite_x)] == Tdata_in; 1
emit read_ix( (pre(?read_i<)+1) mod Depth )

et write_ix( (pre(wrte_x+1 ) mod Depth )

NoO constraint on input signals

buffer[Depth] : value unsigned<2==N>.
write_ix : unsigned<Depth> init 0,

read_ix - unsigned<Depth> init 0,
- canread. canwrite

F_data_in {?read_ix <> Zwrite_ix}/

Verif_initialized read (2wite_n - 2read_in}/
sustain {

signal butfer_inited[Depth] road ond dota_inl Svete e}
in

sustain { for i = Depth dopar buffer_inted[i] == pre( buffer_inited[i] 1 end for HONE ©> T}t CL BT 2T L L)
I Y

sustain buffer_inted] pref Pwrite_ix) | == (data_in and canmwrite)
I b -_— =

VYenl_initialised

awvait (data_out and not buffer_inited] pred?read_ix) ]);
siztain unintislized_read
end =ignal

signal buffer_initec[Depth]
in

sustain { for i = Depth dopar buffer_inited(i] <= pre( buffer_inited(i] ) end for }
[

sustain buffer_inted] pre?write_ix) ] == (data_in and canmwrite)

[
await (data_out and not butfer_nted pref?read_ix) I);

sustain unintialised_read
\ end signal

Proven in 30 seconds




Interactive Deadlock Demo




Other examples (LocalLink,
Aurora, ...

HHE e

not TX_SOF_N and
not TX_SRC_RDY_N/SCP

Transfar

? # pre (TX_SRC_RDY_N)/

Lsustain FTRDATA = pre(fTH_D) J

pre (not (TX_SRC_RDY_N))’

# pre (not TE_EQOF_N and
not TE_SRC_RDY_N) !
TX_DST_ROY_N

[ FAD )
Lemﬂ PAD = precnott TX_REM)) J

T¥_DST_RDY_N, ECP




Positive Conclusions

Control-based calculations can be implemented in
hardware using a software style specification in Esterel
(“computing without processors”).

Synchronous observers provide an additional verification
technique to simulation, assertion languages
(Sugar/OpenVERA etc.) and permits co-verification.

Co-synthesis allows HW/SW trade-offs to be explored.
VHDL/RTL provide poor interface between high systems

and back-end tools.




Next Steps

Currently working on:
— Xilinx Link Layer protocol (LocalLink, Aurora).
— TX portion of 10 gigabit ethernet MAC.

Wire-speed high level processing of gigabit and
10-gigabit traffic.

Language enhancements to better support HW
design.

Interface synthesis (a la CoWare)
Control for System Generator

B Fuie
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